
 

  



 

 

 

ExecuTrain es un proveedor de entrenamiento corporativo a nivel internacional y líder mundial en la capacitación 

empresarial. Contamos con más de 30 años de Experiencia y con más de 75 mil personas capacitadas a nivel 

Nacional. 

Te guiamos en la definición de tus requerimientos de capacitación, en las diferentes etapas: 

✓ Detección de necesidades, evaluación de conocimientos, plan de capacitación y seguimiento posterior 

para elegir el plan de capacitación como tú lo necesitas. 

✓ El más amplio catálogo de cursos, desde un nivel básico hasta los niveles de conocimientos más 

especializados.  

✓ En ExecuTrain el material y la metodología están diseñados por expertos en aprendizaje humano. Lo que te 

garantiza un mejor conocimiento en menor tiempo. 

✓ Tú puedes confiar y estar seguro del aprendizaje porque nuestro staff de instructores es de primer nivel, 

algunos de los cuales son consultores en reconocidas empresas. 

✓ No pierdas tu tiempo, los cursos están diseñados para un aprendizaje práctico. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

¿Por qué ExecuTrain? 

Nuestro compromiso es que tú aprendas, si no 

quedas satisfecho con los resultados del programa, 

podrás volver a tomar los cursos hasta tu entera 

satisfacción o la devolución de tu dinero. 

Modalidad de Servicio 

Cursos en Fecha 

Calendario 

Súmate a nuestros 

grupos en fechas 

públicas. 

Cursos Privados 

On site, en nuestras 

instalaciones o en línea con 

instructor en vivo. 

 

Autoestudio con soporte 

de instructor 

 Cursos en modalidad 

autoestudio, con acceso 

24/7 a la plataforma de 

estudio, con soporte de 

instructor y foros de ayuda 
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Audience Profile 
 

This course is intended for IT professionals who have some experience working with Windows Server and want to 

learn about the administration of core components and technologies in Windows Server 2022. 

 

Required Prerequisites  
 

 

✓ Some exposure to and experience with AD DS concepts and technologies in Windows Server 2016 or later 

✓ Experience working with and configuring Windows Server 2016 or later 

✓ Experience and an understanding of core networking technologies such as IP addressing, name resolution, 

and Dynamic Host Configuration Protocol (DHCP) 

✓ Experience working with and an understanding of Microsoft Hyper-V and basic server virtualization concepts 

✓ An awareness of basic security best practices 

✓ Experience working directly with Windows client operating systems such as Windows 10 or later 

✓ Basic experience with Windows PowerShell 
 

 Benefits  
 
 

✓ Administer Windows Server 2022 and earlier versions. 

✓ Administer and configure networking services in Windows Server 2022. 

✓ Administer and configure virtualization services in Windows Server 2022. 

✓ Administer and configure security services in Windows Server 2022. 

✓ Administer and configure high availability and disaster recovery services in Windows Server 2022. 

 

 

 

 

 

 

 

 

 

 

 

 

Duración: 35 horas   

This 5-day course is a comprehensive guide for all key areas of Windows Server 2022 administration including 

components and technologies with respect to configuring, using, and maintenance. The course includes 

content on identity services (AD DS and Entra ID, previously known as Azure AD), networking, virtualization, 

security, high availability, and disaster recovery. 

 



 

Modules 
 

 
Module 1: Windows Server Administration 

This module covers administration tools for 

Windows Server and it also introduces versions of 

Windows Server 2022. 

Lessons 

• Overview of Windows Server 

administration principles and tools 

• Introducing Windows Server 2022 

• Overview of Windows Server Core 

Lab 1: Deploying and configuring Windows 

Server Core 

• Exercise 1: Deploying and configuring 

Server Core 

• Exercise 2: Implementing and using 

remote server administration 

After completing this module, students will be 

able to: 

• Describe and use administration tools in 

Windows Server 

• Describe Windows Server 2022 and its 

key features 

• Implement and use Server Core 

Module 2: Identity Services in Windows Server 

This module covers important identity roles in 

Windows Server. In the first place, it discusses 

Active Directory Domain Services, Certificate 

services, and cloud-based identity service Azure 

AD. 

Lessons 

• Overview of AD DS 

• Deploying Windows Server domain 

controllers 

• Overview of Azure AD 

• Implementing Group Policy 

• Overview of AD CS 

Lab 1: Implementing identity services and Group 

Policy 

• Exercise 1: Deploying a new domain 

controller on Server Core 

• Exercise 2: Configuring Group Policy 

• Exercise 3: Deploying and using 

certificate services 

After completing this module, students will be 

able to: 

• Describe AD DS and explain how it works 

• Deploy Windows Server domain 

controllers 

• Describe Azure AD 

• Use Group Policy to manage Windows 

Server based environment 

• Describe and use AD CS 

Module 3: Network Infrastructure Services in 

Windows Server 

This module covers core networking services in 

Windows Server – DHCP, DNS and IPAM. 

Lessons 

• Deploying and managing DHCP 

• Deploying and managing DNS services 

• Deploying and managing IPAM 

Lab 1: Implementing and configuring network 

infrastructure services in Windows Server 

• Exercise 1: Deploying and configuring 

DHCP 

• Exercise 2: Deploying and configuring 

DNS 

• Exercise 3: Implementing IPAM 

After completing this module, students will be 

able to: 

• Describe, configure, and use DHCP 

service in Windows Server 

• Describe, configure and use DNS 



 

• Describe, configure and use IPAM to 

manage networking services 

Module 4: File servers and storage management 

in Windows Server 

This module covers services that deal with file 

systems, volumes, and storage. Students will also 

learn about data deduplication, sharing, iSCSI, 

and DFS services. 

Lessons 

• Volumes and file systems in Windows 

Server 

• Implementing sharing in Windows Server 

• Implementing Storage Spaces in 

Windows Server 

• Implementing Data Deduplication 

• Implementing iSCSI 

• Deploying DFS 

Lab 1: Implementing storage solutions in 

Windows Server 

• Exercise 1: Implementing Data 

Deduplication 

• Exercise 2: Configuring iSCSI storage 

• Exercise 3: Configuring redundant 

storage spaces 

• Exercise 4: Implementing Storage 

Spaces Direct 

After completing this module, students will be 

able to: 

• Describe volumes and file systems in 

Windows Server 

• Implement sharing in Windows Server 

• Describe and implement Storage 

Spaces 

• Describe and configure Data 

Deduplication service 

• Describe iSCSI 

• Deploy DFS 

Module 5: Hyper-V virtualization and containers 

in Windows Server 

In this module, students learn about virtualization 

services in Windows Server. The module covers 

Hyper-V, options to secure virtualization 

environment, containers and Kubernetes. 

Lessons 

• Hyper-V in Windows Server 

• Configuring VMs 

• Securing virtualization in Windows Server 

• Containers in Windows Server 

• Overview of Kubernetes 

Lab 1: Implementing and configuring 

virtualization in Windows Server 

• Exercise 1: Creating and configuring VMs 

• Exercise 2: Installating and configuring 

containers 

After completing this module, students will be 

able to: 

• Describe and use Hyper-V platform in 

Windows Server 

• Configure VMs on Hyper-V platform 

• Secure virtualization environment in 

Windows Server 

• Describe Containers 

• Describe Kubernetes 

Module 6: High availability in Windows Server 

This module covers high availability in Windows 

Server. It is primarily focused on Failover 

Clustering feature. 

Lessons 

• Planning for failover clustering 

implementation 

• Creating and configuring failover 

clusters 

• Overview of stretch clusters 

• High availability and disaster recovery 

solutions with Hyper-V VMs 

Lab 1: Implementing failover clustering 

• Exercise 1: Configuring iSCSI storage 

• Exercise 2: Configuring a failover cluster 

• Exercise 3: Deploying and configuring a 

highly available file server 



 

• Exercise 4: Validating the deployment of 

the highly available file server 

After completing this module, students will be 

able to: 

• Plan failover clustering implementation 

• Create failover clusters 

• Describe stretched clusters 

• Apply failover clustering to achieve high 

availability with Hyper-V platform 

Module 7: Disaster recovery in Windows Server 

This module covers technologies to implement 

disaster recovery in Windows Server 

environment. 

Lessons 

• Hyper-V Replica 

• Backup and restore infrastructure in 

Windows Server 

Lab 1: Implementing Hyper-V Replica and 

Windows Server Backup 

• Exercise 1: Implementing Hyper-V 

Replica 

• Exercise 2: Implementing backup and 

restore with Windows Server Backup 

After completing this module, students will be 

able to: 

• Describe and implement Hyper-V 

Replica 

• Implement backup and restore with 

Windows Server backup 

Module 8: Windows Server security 

In this module, students learn about security 

technologies that address various critical 

components in Windows Server environment. 

Lessons 

• Credentials and privileged access 

protection in Windows Server 

• Hardening Windows Server 

• JEA in Windows Server 

• Securing and analyzing SMB traffic 

• Windows Server update management 

Lab 1: Configuring security in Windows Server 

• Exercise 1: Configuring Windows 

Defender Credential Guard 

• Exercise 2: Locating problematic 

accounts 

• Exercise 3: Implementing LAPS 

After completing this module, students will be 

able to: 

• Describe credentials and privileged 

access protection 

• Describe and perform hardening 

Windows Server 

• Describe and implement JEA in Windows 

Server 

• Describe who to secure and analyze 

SMB traffic 

• Describe and implement Windows Server 

update management 

Module 9: RDS in Windows Server 

This module covers Remote Desktop services in 

Windows Server. It also deals with VDI 

implementations. 

Lessons 

• Overivew of RDS 

• Configuring a session-based desktop 

deployment 

• Overview of personal and pooled virtual 

desktops 

Lab 1: Implementing RDS in Windows Server 

• Exercise 1: Implementing RDS 

• Exercise 2: Configuring RemoteApp 

collection settings 

• Exercise 3: Configuring a virtual desktop 

template 

After completing this module, students will be 

able to: 

• Describe and configure RDS 

• Configure a session-based desktop 

deployment 



 

• Implement personal and pooled virtual 

desktops 

Module 10: Remote access and web services in 

Windows Server 

In this module, students learn about remote 

access technologies for Windows Server, as well 

as about IIS deployment and usage. 

Lessons 

• Overview of RAS in Windows Server 

• Implementing VPNs 

• Implementing NPS 

• Implementing Always On VPN 

• Implementing Web Server in Windows 

Server 

Lab 1: Deploying network workloads 

• Exercise 1: Implementing Web 

Application Proxy 

• Exercise 2: Implementing VPN in 

Windows Server 

• Exercise 2: Deploying and configuring 

Web Server 

After completing this module, students will be 

able to: 

• Describe and implement RAS in Windows 

Server 

• Describe and implement VPNs 

• Describe and implement NPS 

• Describe and implement Always On VPN 

• Describe and implement Web Server role 

in Windows Server 

Module 11: Server and performance monitoring 

in Windows Server 

This module covers monitoring tools and 

technologies available in Windows Server. 

Lessons 

• Overview of Windows Server monitoring 

tools 

• Using Performance Monitor 

• Monitoring event logs for troubleshooting 

Lab 1: Monitoring and troubleshooting Windows 

Server 

• Exercise 1: Establishing a performance 

baseline 

• Exercise 2: Identifying the source of a 

performance problem 

• Exercise 3: Viewing and configuring 

centralized event logs 

After completing this module, students will be 

able to: 

• Describe and use performance 

monitoring tools 

• Describe and use server monitoring tools 

• Use event logs for troubleshooting 

Module 12: Upgrade and migration in Windows 

Server 

This module covers available tools in Windows 

Server for server upgrade and migration. It also 

covers AD DS migration and upgrade process. 

Lessons 

• AD DS Migration 

• Storage Migration Service 

• Windows Server migration tools 

Lab 1: Migrating server workloads 

• Exercise 1: Selecting a process to 

migrate server workloads 

• Exercise 2: Planning how to migrate files 

by using Storage Migration Service 

After completing this module, students will be 

able to: 

• Describe and perform AD DS migration 

and upgrade 

• Describe and perform storage migration 

• Describe and use Windows Server 

migration tools. 


